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IT Security Manager at a
retailer with 50 locations.

You manage a team of IT

analysts that are responsible for
maintaining network operations
for point of sale in retail locations,
central servers, the company
website and mobile applications.

Other areas of your company,
like product management,
have credentials for various
applications to enable them to
conduct business.
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Monday 8:30am

Over a cup of coffee, you get a
phone call from a well-known
security blogger that your
customer credit card numbers
and one of your Internet-
accessible server addresses
showed up on an underground
forum known for trading stolen
information.

Within 10 minutes, you notify
legal counsel, the CIO, and law
enforcement and begin a
forensics investigation to figure
out how the breach occurred.
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IBM Threat

The previous Saturday Protection

@ Prevent

@ Detect
Investigating the server logs from @ Respond
the weekend shows a connection STl tlwl Tl Fls

from a e *E E
you don’t recognize, ﬁ

hosted at the dynamic domain

Attack Chain Stage:
The attacker must have manually
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copied excerpts of the data from %{

the FTP server to the
underground forum.

Exfiltrate
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IBM Threat

i Protection
The previous week Erotectl
@ Prevent
@ Detect
You find evidence in = @ Respond
~‘ S| M| T|W| T| F| S

the log files of

in the
previous week from
POS servers to a ‘e
single internal server,
the server that
connected to the
external FTP server.
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Attack Chain Stage:
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The previous 2-3 weeks

You find a EEE =]

copy of the file

on each of the POS EEE

servers that sent Eﬁﬂ,-

PCI to the server
that made the
external
connection.

In the 2-3 week prior, that

, copying
penetration tools and password crackers to
them, and infiltrating the network.
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IBM Threat
Protection
System:

@ Prevent
@ Detect
@ Respond
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Attack Chain Stage:

Expand
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IBM Threat

m Protection
28 days earlier Erotectl
@ Prevent
@ Detect
= @ EEN =] @ Respond
5 Tt ST SIM| T W T| F| S

Attack Chain Stage:

Probing further, you find a RAT (Remote
Access Trojan) named , Which
acted as a dropper to secretly install,
execute, and avoid anti-virus detection.

This program downloaded CardScraper.exe

from an external server located at IP
Address and copied it to the

POS servers.

Latch-on
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29 days earlier
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While working in a coffee shop, Ivo, D
in Development, receives an email from a - |
retailer requesting account verification. M
He clicked the link, but didn’t notice it was
to fake website named
which launched a zero-day exploit to his browser and

downloaded the trojan to his system.
Ivo drives to work where he logs into the network,
allowing svchOst.exe to and start

the chain of events leading to the breach.
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IBM Threat
Protection
System:

@ Prevent
@ Detect
@ Respond

S|IM| T| W T|F| S

Attack Chain Stage:

Break-In
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Let's start from the beginning to
see how the attack could have
been disrupted...




IBM Threat Protection System

A dynamic, integrated system to disrupt
the entire lifecycle of advanced attacks

A

Prevent

DYNAMIC PROTECTION AND ANALYTICS PLATFORM
NETWORK | ENDPOINT PHYSICAL | VIRTUAL | CLOUD

SECURITY PARTNER ECOSYSTEM

10

Detect

Respond

Threat Intelligence Network

Smarter Prevention
Stop unknown threats with
behavioral-based defenses on
both the endpoint and network

Security Intelligence
Automatically detect weaknesses
and anomalies with enterprise-wide
visibility and insights

Continuous Response
Quickly understand incidents

and use findings to strengthen real-
time defenses

Open Integrations
Share context between domains
and third party products using
an open platform and ecosystem
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IBM Threat

30+ days earlier Erotection
Prevention measures are in place to identify O Prevent
@ Detect

and remediate exposure for the company.

@ Respond

SIM| T| W T

IBM Endpoint Manager (BigFix) identifies and manages
policy exceptions on endpoints to quarantine and mark
assets for remediation before the attack occurs.

®e 00

() Security a

€ 9.143.126.

IBMv ()SCM: NC9143126155 (DPCI (DCIS
Help Attack Chain Stage:

[CICIR) Management v Account v

(Base Report) (all data) % Con

hecklist for Wir
v a
5 8% Compliant

Compliance History Computers by Compliance Check Results History

Quartile
F

200 Checks 1 Computer

9.143.126.155:8080/scm/checklists/9/check_results?criteria=[["scoped_historical.state",+"
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29 days earlier

Ivo is the subject of a phishing scam and
inadvertently downloads malware

IBM Security Trusteer Apex Advanced Malware Protection
stops the zero-day exploit from attacking his web browser

and executing the RAT named “svchOst.exe”

Trusteer Mana

Trusteer Apex Advanced Malware Protection blocked a suspicious file from executing. The
suspicious file is listed below.

If you think this is a legitimate file, please send the information below to your System Administrator.

Exploitation Prevention:

- ¢:\users\admin\appdata\local\Microsoft\windows\temporary internet
files\content.outlook\ei786jzo\svchOst.exe

sza METTIEHEEEN L EEE————————————————.
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System:

@ Detect

IBM Threat
Protection

QO Prevent

@ Respond
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Attack Chain Stage:
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29 days earlier

Ivo is the subject of a phishing scam and
inadvertently downloads malware

Based on the output from Trusteer Apex, IBM Endpoint
Manager quarantines Ivo’s laptop so that it can only
communicate with IEM to be remediated

() IBM Endpoint Manager Console

File Edit View Go Tools Help Debug

Back v & Forward + | (] Show Hidden Content | ¢ Show Non-Relevant Content)| & ¥ Refresh Console

Endpoint Protection « Deploy Activation Fixlets

Endpoint Protection Domair » Name - Source Severity
[ Client Manager for Endpoini
5 Device Control 5 i Rl 5
= s v /7/Server2008 R2 /8 /81 / Server... <Uns)
& Network Self-Quarantine ki) ICIVES, nsp

B Deploy Activation Fix
7 Client Compliance P
B Deploy Compliance |
&) Determine Complian
Create Compliance Polic
7 Client Compliance P
3 Compliance Policies C eded - Win r 2
B Update Compliance | . . -
Quarantine Policies (13 /?Take Action~ | » Edit | Copy [ Export | Hide Locally Hide Globally |

Configure Quarantin Description | Details | Applicable Computers (1) | Action History (0)

B Determine Complian

Description

The listed computers have been determined to be out of compliance and are not in quarantine. The action below will pl client
computers in quarantine by using Windows Firewall with Advanced Security. The computer's network access will be blocked, allowing
only BES traffic to go through. When taken as a policy action, the action will place a computer into quarantine whenever it is found to
be out of compliance

Note: You may want to display a message to the end user before placing the computer in quarantine by using the "Message" option in
the "Take Action” dialog. Be sure to enable the option to "automatically close message box and run action after X minutes”
> All Actions (3)
> With No End Date (0) Note: If a quarantined computer is in compliance, you can remove it from quarantine using "Quarantine No Longer Needed", or
Dashboards deploying the "Quarantine Override” task. The current compliance and quarantine status of each client can be viewed through the
e "Compliance Evaluation Information” analysis

Custom Content

Note: The quarantine action will allow TCP and UDP traffic on the BES Listen Port, and DNS queries, which are necessary for

Cislomitmer communication with the BES Server.

Connected to 'bigfixserver' as user "Admin’
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IBM Threat
Protection
System:

@ Prevent
@ Detect
O Respond
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Break-In




IBM Threat
Protection
System:

Ivo is the subject of a phishing scam and @ Prevent

inadvertently downloads malware @ Detect
O Respond

The malware attempts to take advantage of an existing S| M T W T
vulnerability but IBM Endpoint Manager applies patches and
adjusts configuration settings to eliminate the vulnerability
and reports the vulnerability to QRadar in for further
analysis

D o Log Activity ~ Network Activity ~Assets Forensics Reports Risks VUHLEEMINEEE Admin System Time: 11:04 PM Attack Cha|n Stage

Search v | Search Criteria Quick Searches ¥ Actions ¥ Last Refresh: 00:01:10 Il @ @

Break-In

Manage Vulnerabilities > By Vulnerability
Vulnerabilities
Display: |Vulnerabiliies +
¥ Manage Vulnera
By Network
By Asset
By Vulnerabili - X 5
By Open Servi Vulnerability PCI Severity Risk Score v Assets

Search Parameter(s)
Found by scanner Equals IBM Tivoli Endpoint Manager (Clear Filter

Scan Results 2013-3893 - MS13-080 - Internet Explorer - Memory Corruption Issue Low High 2013- 32.40
2012-1682 - Oracle - Java SE - Unspecified Issue High High 2 17.40
Vulnerability Ex. 2010-3190 - MS11-025 - Microsoft MFC Library - i Urgent High 16.20
: osoft - NET Framework - Code Execution Issue Urgent High 2 16.20
osoft - NET Framework - Code Execution Issue Urgent High 2 15.40
- - osoft - Windows - Information Disclosure Issue Critical Medium 14.80
» Research 2012-0444 - Mozilla - Multiple Products - Memory Corruption Issue High High 14.80
2012-2110 - OpenSSL - Buffer Overflow Issue High High 13.00
2011-4516 - JasPer - Buffer Overflow Issue Urgent Medium 11.80
2011-4517 - JasPer - Buffer Overflow Issue Urgent Medium 11.80
High Medium 10.60
High Medium 8.80
2012-0441 - Mozilla - Network Security Services - Denial of Service Issue High Medium 8.80
2012-0804 - CVS - Buffer Overflow Issue Urgent High 2 8.70
2008-6536 - 7-Zip - Unspecified Issue High High 2 8.70
2012-0181 - MS12-034 - Microsoft - Windows Kernel-Mode Driver - Privilege Escalati... Urgent High 8.70
2012-4681 - Oracle - Java SE - Multiple Unspecified Issues Urgent High 2 8.70
2011-4862 - Telnet - Buffer Overflow Issue Urgent High 2011-4862 8.70

Vulnerability

» Administrative

== == =N NN IR IR I S N N N I 1




28 days earlier

The RAT downloads CardScraper.exe
— and the malware starts to replicate

Trusteer Apex blocks command & control (C&C) activity
on the endpoint, stopping the RAT from communicating with

the server to download CardScraper.exe

communication attempts by the follow

Report  Recent Event St S ve Total Events Unique Download File
roc ile MD act 7 Dave Machines 1 ast 20 Davs Machines

Trusteer Apex Advanced Malware Protection blocked a malicious communication attempt. The suspicious
process is listed below.

If you think this is a legitimate process, please send the information below to your System Administrator.

- c\users\admin\desktop\connect_91.216.73.32_-svchOst.exe

OK
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IBM Threat
Protection
System:

QO Prevent
@ Detect
@ Respond

SIM| T| W T

Attack Chain Stage:

Latch-on
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IBM Threat
Protection

28 days earlier Erotecti
QO Prevent

@ Detect
@ Respond

The RAT downloads CardScraper.exe
— and the malware starts to replicate

S|IM| T| W T|F| S

IBM Security Network Protection (XGS) prevents C&C
activity on the server by blocking the remote IP 91.216.73.32

hosting CardScraper.exe based on IP reputation

Give Feedback

ApplLoupe BETA Home Apps User Actions Categories Vuinerabilities

Attack Chain Stage:

Q1 216 73 32

4 91,216.73.32

Website Blocked Latch-on

The system has blocked access to the website according to your company policy.

* Latvia

w Classification

The following properties are known for this IP:

* Anonymization Services (Probability: 86%)

© 2015 IBM Corporation
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IBM Threat

i Protection
28 days earlier Protecti
The RAT downloads CardScraper.exe @ Prevent
= and the malware starts to replicate O Detect
@ Respond

S|IM| T| W T|F| S

IBM QRadar SIEM detects the RAT install from system event
logs, giving it a magnitude score of 8 and raising a flag in

the security analyst’s dashboard

Attack Chain Stage:

Event Information

Event Name HTTP:HOTMAIL:EXE-DOWNLOAD

Low Level Category e(
Event Description e File Extension Download
Magnitude 8) | Relevance 10 LatCh-on
Username

Storage Time

Start Time

Executable (custom)

© 2015 IBM Corporation
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IBM Threat
Protection
System:

CardScraper.exe is copied to POS O Prevent
@ Detect

servers throughout the business
@ Respond

IBM Guardium Data Activity Monitor blocks the unauthorized
connection to the database servers.

EP root@osprey:~
[root@osprey ~]# sqlplus joed

Release 11.2.0.2.0 Production on Tue Apr 14 14:09:44 2015

1982, 2011, Oracle. All rights reserved. Attack Chain Stage'

SQL*Plus:

Copyright (c)

Enter password:

Policy Violations Details

Start Date: 2015-04-12 15:21:05 | End Date: 2015-04-14 15:21:05

AsO=E/FxC

Timestamp Category Name

Access Rule Description Client IP Server IP DB User Name Full SQL String Severity Description Count of Policy Rule Violations

* from joe.cred MED

5-04-14 14:04:11 Sensitive Data
INFO

sitive Data
INFO

ta
INFO

* from joe.customer2 INFO

* from joe.customer2 INFO

* from joe.custon INFO

* from joe.custon INFO

© 2015 IBM Corporation
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CardScraper.exe is copied to POS
servers throughout the business

IBM QRadar SIEM detects file transfers based on network
events, and reports a policy violation on unauthorized

access to a POS server

Description

potential inboun
actual inbound connections from the Internet t

=

otentially S

riow wIrecu
Destination N
* Current Statistics

Top 10 Destination IP:Source IP Results By Total Bytes (Sum)

10/20/13 6:12 PM -

¥ Legend

10.0.120.40:10.0.240.39 ([@10.0.120.20:10.0.110.120 (@10.0.120.10:10.0.110.42 (@10.0.120.10:10.0.240.151

Destination

Destination IP source IP (Unique Cound | (Unigue County

445
445
445

Source Network | Destination Port | - e ryoric (Unique Application (Unique Count)

Chat or IM Traffic...

Offense Type Offense Source Magnitude

t Name A\ssess potential inboun...
Event Name ctual inbound c...
Source IP
Source IP

1S Uata 1 TansIer. winaowsriesnanng  {uiear rinery

¥ Legend

Source Bytes

10.0.120.40:10.0.240.39 ([@10.0.120.20:10.0.110.120 (@10.0.120.10:10.0.110.42 (@10.0.120.10:10.0.240.151

Destination Bytes = Total Bytes (Sum) Source Packets Destination Total Packets
(Sum) - (Sum| Packets (Sum) (Sum)

4
4
4
4

IBM Threat
Protection
System:

@ Prevent
O Detect
@ Respond




IBM Threat

Protection
System:
(=] PCIl was transferred from infected @ Prevent
POS servers to a single server O Detect
@ Respond

SIM| T| W T

IBM Guardium Data Activity Monitor alerts on the suspicious
activity of the attempt by an unauthorized user to access a

large amount of sensitive data as a potential precursor to an
exfiltration attempt, raising the offense to IBM QRadar SIEM

— Attack Chain Stage:

AsO=@E/FxC

Count of Policy Rule Violations

Prot

.2.0.2.0 2015
Copyright (c) 1982, 2011, Oracle. All rights reserved.
Enter password:

Connected to:
Oracle Database 1l1g Express Edition Release 11.2.0.2.0 - 64bit Production

SQL>fselect * from creditcard;

CARDID FIRSTNAME LASTNAME CARDNUMBER

TXN_DATE_ SECU NAME ON_CARD

© 2015 IBM Corporation
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IBM Threat

. Protection

The previous week Erotectl
(= PCI was transferred from infected @ Prevent

O Detect

POS servers to a single server
@ Respond

S|IM| T| W T|F| S

IBM QRadar SIEM detects communication behavior that
deviates from corporate and compliance policies

Destination ERTasti Application

Source IP Source Port  Destination IP
5789 20 JataT fer,FTP

10.0.110.37 0S_S 654935 l §151.56.78.9 20 udp_ip
0S_Server 6402 DataTransfer FTP Attack Chain Stage:

udp_ip

10.0.110.120

Gather

© 2015 IBM Corporation

21



A server connects to an unknown external
FTP server and the PCI is exfiltrated.

IBM Security Network Protection XGS would block the
outbound connection based on the URL reputation of

remote FTP server “1337.my-ftp.biz”

Vulnerabilities Give Feedback

Categories

AppLoupe BETA Home Apps User Actions

1337.my-ftp.biz

Details Feedback

~ Main URL Info

1337.my-ftp.biz

v Country Information

This IP is hosted in:

o Latvia

v Classification

The following properties are known for this IP

« Anonymization Services (Probability: 86%)

22

IBM Threat
Protection
System:

QO Prevent
@ Detect
@ Respond
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Attack Chain Stage:
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IBM Threat

i Protection

The previous Saturday Erotectl
A server connects to an unknown external @ Prevent

O Detect

FTP server and the PCl is exfiltrated.
@ Respond

S|IM| T| W T|F| S

IBM QRadar SIEM would detect anomalous flow out from a
server that never connected outbound before with a
“Connection Outbound to Internet from Critical Asset” flag

Attack Chain Stage:

N KR INITE IR ENHIINENIN RSN HNEHNEENITHMIAENE D INR Ve RS ke

Anomaly Detection: Connection Outbound to Internet from Critical Asset

Lo Fa Vot Ca TP B el alaTalad 4 00 B 0 s W Fath il o oW ala Ve Fa¥Wa B o VRS "0 o TPt b dl "I VAT a Ve B s AP S el s Y P Fa N B

Exfiltrate

© 2015 IBM Corporation
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How do you conduct this
forensics investigation?

With a solution like QRadar
Incident Forensics, you can...

BEETEED

= Query external server
addresses found on
the underground forum

= Report internal connections IBM Security
QRadar Incident Forensics

= Show external file transfers
» |dentify malware transferred by the attacker

= Discover connection histories and extended
relationships with internal assets and identities

...via deep analysis and reconstruction of recorded
packet capture files. Directly from the QRadar console.




Early detection and rapid
response are critical

It can take just minutes to

. D S
compromise your network, v

but months to discover and
recover. Cyber Emergency Hotline

IBM offers Emergency :

Response Services to help.

= A team of incident response and forensics experts ready to
respond globally

= 120 staff hours per year, which can be utilized for emergency
response services or preventative services

= Unlimited emergency declarations

= Access to the X-Force Threat Analysis Service backed by global
intelligence research

= Quarterly checkpoint, support, and update on threat landscape

BEETEED




A dynamic, integrated system
to help break the attack chain.

Focus on critical points BEEDEDR
in the attack chain with
preemptive defenses on
endpoints, the network,
and critical data
repositories.

Continuously monitor
activity from across the
entire organization.

Rapidly investigate
breaches, retrace activity,
Q Exfiltrate and learn from findings.

Prevent. Detect. Respond.




IBM Threat Protection System

Continuous Response

Smarter Prevention Security Intelligence

@ Radar

+ Retrace full attack activity, Search for
breach indicators and guide defense
hardening

@F&@d@ﬁ

+ Discover and prioritize vulnerabilities

» Correlate enterprise-wide threats and
detect suspicious behavior

Trustmer

» Prevent malware installation and
disrupt malware communications

)
=" occo R T &

Automate and manage continuous
security configuration policy

» Prevent remote network exploits and limit the
compliance

use of risky web applications

24x7 1

+ Assess impact and plan strategically and
leverage experts to analyze data and
contain threats

* Prevent remote network exploits and
limit the use of risky web applications

Detect é
Global Threat Intelligence
Respond

Open Integrations
Prevent

Threat Intelligence Network

DYNAMIC PROTECTION AND ANALYTICS PLATFORM

* Share SeCU_rity context NETWORK | ENDPOINT PHYSICAL | VIRTUAL | CLOUD
across multiple products

+ 100+ vendors, 400+ products

* Leverage threat intelligence
from multiple expert sources

SECURITY PARTNER ECOSYSTEM

27 © 2015 IBM Corporation




Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and
response to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed,
misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product
should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper
use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily
involve additional operational procedures, and may require other systems, products or services to be most effective. IBM DOES NOT WARRANT
THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY

www.ibm.com/security
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